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The average organization lost $7,120,000 as a result of endpoint attacks.

20%
System downtime
$1,424,000
* 14% from 2017

35%
IT and end-user
productivity loss
$2,492,000
 66% from 2017
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7%

Reputation damage
$498,400

M 24% from 2017

27%

Theft of
information assets
$1,922,400

™ 67% from 2017

% OF ATTACKS

8%
Damage to IT
infrastructure
$569,000

™ 14% from 2017

3%

Lawsuits, fines and “Bad”
regulatory actions Malicious
$214,600

+ 7% from 2017
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Cost of endpoint attacks

2017 2018

ZERO-DAY
ATTACKS

Growth in zero-day and fileless attacks

2017 2018

FILELESS
ATTACKS

llGray”
Unknown/New Malware
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Composition of targeted
attack on endpoints:
known malware;

° new malware;

o zero-day vulnerabilities;

° unique malicious

software;
compromised legitimate
software.

“Good”
Trusted & Legitimate



Malware Creates Cryptominer Botnet Using EternalBlue and
Mimikatz

By Sergiu Gatlan April 12,2019 0110 PM o

The PowerShell script locates and
sends the user’s data to the attacker.

—\

A malware campaign is actively attacking Asian targets using the EternalBlue exploit and taking
advantage of Living off the Land (LotL) obfuscated PowerShell-based scripts to drop Trojans and a
Monero coinminer on compromised machines.

This cryptojacking campaign was previously detected by Qihoo 360's research team attacking Chinese

targets during January 2019, and it was observed while using the Invoke-SMBClient and the P Shell d Yoert 4

PowerDump open source tools "to complete password hashing and pass the hash attacks.” ower “‘“t daown 0?? S ang
executes a scriptirom a

As Trend Micro now discovered, the malware has also added the NSA-developed EternalBlue exploit, command-and-con tr ol server.

New Ursnif Malware Campaign Uses Fileless Infection to Avoid J;L

Detection
By Sergiu Gatlan y24,2019 0442 PM 0

Flash opens the Windows PowerShell
tool, which can execute instructions
through the Command-line while

Anew malware campaign spreading the Ursnif banking Trojan using PowerShell to achieve fileless operating in memory.
persistence to hide from anti-malware solutions was detected by Cisco's Advanced Malware Protection
(AMP) Exploit Prevention engine.

Ursnif, which is also known as Gozi ISFB, is an offspring of the original Gozi banking Trojan that got its
source code leaked online during 2014 and on which a lot of other banking Trojan strains were built,
such as GozNym.

Moreover, Ursnif is a continuously evolving Gozi variant which has been regularly been updated with
new capabilities over the years.

() 6 ©2019 FireEye

Fileless Malware Attack Process
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User receives a spam message I
with a link to a malicious website
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The malicious website loads Flash,
which has known vulnerabilities,
on the user’s computer
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inital Access
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External Remote Services
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Control Panel items
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Spearphishing Link
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Execution through AP
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Trusted Relationship
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Exploitation for Client Execution
Graphical User Interface

Installuti
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Local Job Scheduling
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Change Default File Association
Component Firmware
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Create Account
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Privilege Escalation
‘Access Token Manipulation

Accessibliy Features

AppCert DLLs
Appinit DLLs

Application Shimming

Bypass User Account Control

DLL Search Order Hijacking
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File System Permissions Weakness
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Access
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Bypass User Account Control
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Clear Command History

Code Signing
Compile After Delivery
Compiled HTML File
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Component Object Model Hijacking
Control Panel ftems

DCShadow

DLL Search Order Hijacking

Bash History

Brute Force
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Credentials in Regstry
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Forced Authentication
Hooking
Input Capture

Input Prompt
Kerberoasting

Keychain

LLMNR/NBTNS Poisoning and Relay

ateral Movement

AppleScript Audio Capture

Command and Control
Commonly Used Port

Application

Browser Bookmark Discovery
Domain Trust Discovery

File and Directory Discovery.

Network Sevice Scanning
Network Share Discovery.
Network Sniffing
Password Policy Discovery
Peripheral Device Discovery.

Permission Groups D
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Process Discovery

Query Registry

Remote System Discovery

Distributed Component Object
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Ciipboard Data
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Pass the Hash
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Data

Data from Local System

Data from Network Shared Drive

‘Through Removable
Media
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Remote File Copy
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Media

Email Collection
Input Capture
Man i the Browser
SSH Hijacking Screen Capture
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Taint Shared Content

Domain Fronting
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Muttiband Communication

Mutilayer Encryption

Exiilration Over Command and Control
Channel
Exfilration Over Other Network Medium
Exilration Over Physical Medium
Scheduled Transfer

Initial Access m Privilege Escalation Defense Evasion Credential Access

Drive-by Compromise

Exploit Public-Facing
Application
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Windows

AppleScript

CMSTP

Signed Binary Proxy Execution
Signed Script Proxy Execution
Source.

Space after Filename
Third-party Software.
Trap
Trusted Developer Uilities
User Execution
Windows Management
Instrumentation

Kernel Modules and Exter,
LC_LOAD_DYLIB Addi

Local Job Scheduling
Login item

Logon Scripts

XSL Script Processing

Netsh Helper DLL
New Service
Office Application Startup
Path Interception
Plist Modification
Port Knocking
Port Monitors
Re.common
Re-opened Applications
Redundant Access
Registry Run Keys / Startup Folder
SIP and Trust Provider Hijacking
‘Scheduled Task
Screensaver
Security Support Provider

Service Registry Permissions Weakness

Setuid and Setgid
Shorteut Modification
Startup tems
System Firmware
Systemd Service
Time Providers
Trap
Valid Accounts
Web Shell

Windows Management Instrumentation Event

ubscription
Winlogon Helper DLL

Weakness

Application Window Discovery

.bash_profile and .bashrc

Accessibility Features

Account Discovery

Install Root Certfcate
Installuti
LC_MAN Hijacking

Launchetl
Masquerading
Modify Registry

Mshta
NTFS File Atributes
Network Share Connection Removal
Obfuscated Files or Information
Plist Modification
Port Knocking
Process Doppelganging
Process Hollowing
Process Injection
Redundant Access
Regsvos/Regasm
Regsvr32
Rootkit
Rundiis2
SIP and Trust Provider Hijacking
Scripting
Signed Binary Proxy Execution
Signed Script Proxy Execution

Software Packing
Space after Filename
Template Injection
Timestomp
Trusted Developer Utilties
Valid Accounts
Virtualization/Sandbox Evasion
Web Service
XSL Script Processing

Access Token Manipulation

Accessibility Features

AppleScript

Software

Audio Capture

Application Depl nt
pplication Deployme Automated Collection
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Access Token Manipulation

BITS Jobs

271

Account Manipulation

Bash History

Commonly Used Port

Removable Media

Communication Through
Data Compressed
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Data Destruction

Data Encrypted for Impact

Defacement
Disk Content Wipe

Disk Structure Wipe

Endpoint Denial of Service

Firmware Corruption
Inhibit System Recovery
Network Denal of Service:
Resource Hiacking

Runtime Data Manipulation
Service Stop
Stored Data Manipulation

Transmitted Data
Manipulation

Automated Exfiltration

Data Destruction

Data Encrypted for
Impact
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Initial
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Initial
Compromise

Establish
Foothold

Escalate
Privileges

Internal
Recon

Complete
Mission

Identify Exploitable
Vulnerabilities

Gain Initial Access Strengthen Position Steal Valid User

Identify Package and Steal
Into Target within Target Credentials
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