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*  Psexec
« SMB

* Remote Desktop

*  Powershell

«  WMI

* Scheduled tasks

* Remote registry

* Admin share

* Pass-the-hash

«  VNC/Ammy Admin / Teamviewer

Z2{ : www.smokescreen.io
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Ratio Firstsub.  Size
2019-07-10  80.3 KB

517169
05:34:09

97.0 KB

49769  2015-07-10
05:34:08

3f9001d201601

CitUze.. Wa?dgigbacc'ﬁaCS 122341edab17bad410dfa67f62245f01d8da6294d8f6c4da.exe

2019-07-10  76.6 KB
S(=) SHE Win32 25 ZT=J%0| OpL L|CH

40def0c 83171
05:34:06
178.3 KB

47172 2018-07-10
05:30:50

8227

0d1a35dd0edm5abadita

651a659c 1036

feb21842bafd4bab1c
2018-07-10  7.0KB

32170
05:30:47
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Ad-Aware GenVariant. Zusy. 210214 KTAntiVirus Trojan-Downloader ( 00503d4c1 )
AegisLab Trojan.Win32. Generic.41c KTGW Trojan-Downloader ( 00503d4c1 )

E 29_ Q_I D I 7|- n o'l o I 77 I'_9I_ AhnLab-V3 MalwareWin32 Generic. C1628944 Kaspersky HEUR.:Trejan.Win32.Generic

o _I_ A E AlYac Genvariant Zusy 210214 MaX malware (ai score=100)
Antiy-AVL Trojan/Win32 AGeneric McAfee Artemigl 1937725809E
119877258d9e5ff6b4e1a7oa3c8f3692 Arcabit Tf’ﬂjan.Zusy.DSBEZ& MF:ATEE—GW—ECHHOI‘I E&ha\r&sLiket.‘a'\-'inBE.Dmpp&r.ch

ANG FileRepMeatagen [Malware] Microsoft Backdoor:Win32/Joanap.Kldha
Avira HEURJAGEM.1034032 MicroWorld-e5can Genariant. Zusy 210214
Alware Trojan.Win32.GenericlBT NANO-Antivirus Trojan. Win32 Agent elgesg
BitDefender Genvariant. Zusy 210214 Paloalto generic.ml
CAT-QuickHeal Trojan.Dynamer. 9130 Panda TrifGdSda A
ClamAV Win. Trojan Ratankba-6042510-0 Qihoo-360 Win32/Trejan. 5a2
Crowd Strike malicious_confidence_70% (D) Rising Backdoor.Joanap!3.1E23 {CLOUD)
Cybereason malicious 53d%e5 Sophos MaliGeneric-S
Cylance Unsafe Symantec Downloader. Ratankba
Cyren W2 Trojan RWAG-7813 Tencent Win32. Trojan-downloader. Agent Dwik
Driveb Trojan.MulDrop6 62505 TrendMicro TROJ_RATANKBA A
Emsisoft GenMVariant. Zusy. 210214 (B) TrendMicro-HouseCall TROJ_RATANKBA A
Endgame malicious (high confidence) VEA32 suspected of Trojan.Downloader.gen.s
ESET-NOD32 a variant of Win32/TrojanDownloader. NukeSped.B VIPRE Trojan.Win32.GenericlBT
F-Secure Genvariant Zusy 210214 Webroot W32 Trojan.Gen
Fortinet Wi2lGeneric AC 38ABEDHr Yandex Trojan_Agent! AWHBjOrNOpw
GData Genvariant. Zusy 210214 Zillya Downloader. Agent.Win32.322085
lkarus Trajan-Downleader Win32 Agent ZoneAlarm HEUR:Trojan. Win32. Gensric
Jiangmin Trajan.Generic. askzk
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https://www.virustotal.com/intelligence/search/?query=119877258d9e5ff6b4e1a70a3c8f3692#md5

oMY TE ME E|AEC| 517

A Ol - SAA = RA=AE REHE As4s 9 + AU

O nce a Ta rg et' Always aTa rg et 119877258d9e5ff6b4ela70a3c8f3692

Region /A\ 2017 2018

44% 63%

Americas

EMEA \ ’ 47% 57%

Actor APT3E

Actor a1bcb26-76da-420f-ad17-cfdbaaid2fl

Shat 40021a89779c3d75251fe50cB33b917d5a73c8d0
- gy File Name 11987725609e51t6bde1a70a3cM3692 11 .5
Global 56% 64% oustRES TARGETED carecones o Identifier Attacker
IR et o Orgenteations T e Size 28512
Wi e
ol Finenchl Trarsaction Fuzzy Hash 3072:04N6zXN2ITGCoYrivhOaREXIdEEVOKMVYZ)b4NEzXmCoZ0aREXIZaKMTI
M Gowrmments
&  Fironciol Exchange Packer Microsoft Visual C++ 8VCE > N

Sha256 52dedadaZbdc7dc5c64bb5bE032dfEfd37c51 3c337d6913eab316d78
Type fileType
Mds 119877258d9e5ffeb4e1a70a3cB3692
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MITRE Enterprise ATT&CK™ Framework
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EDR 87} 3% - 34 Za| 2530 7| et B7H(0)
APT &4 A = Hel &S (Eventvwra ot AHet
5S4 0|4l

Z 7|H0| Mitre Attack T108801|A1

(S
ot
=2

A E | A 2
[HKEY_CURRENT_USER]#tSoftwarew ClassesWmscfileshellwopenwcommand

Value : C:WWindowsW System32WsvchOst.exe

2 even tvwr exe = Al °H 1 Indicator generates this condition:

svchOst.exeZ} SYSTEM H§te 2 4-35Hs]

Source: Mandiant

This is generic detection for the UAC Bypass using eventvwr_exe to launch
an executable other than the default mmcexe. An attacker can set the
Software\Classes\mscfile\shellhopen\command key in a user's hive 1o cause
eventvwr.exe to load an binary as a high integrity process without a UAC
prompt. This I0C identifies processes which may have been launched which
would have bypassed a UAC prompt. This is associated to MITRE ATT&CK (r)
Tactic: Privilege Escalation and Technique: T1088
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