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Respond

Protect

Detect

한눈에보는트렐릭스엔드포인트보안
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Protect RespondDetect

• Malware Protection

• Malware Guard 

• Exploit Guard

• Process Guard

• Indicators of Compromise

• Enterprise Search

• Investigative 
Data Acquisition

• Process Tracker

• Auto Containment

• On or off-network response

• Respond at scale

트렐릭스가엔드포인트보안을위해하는방법



44

Malware
Protection

Exploit Guard

IoC

Host 
Remediation

Logon 
Tracker

Event 
Streamer

UAC Protect

Enricher

Audits

Process 
Guard

Malware 
Guard

Process 
Tracker

DETECTION 
AND RESPONSE

PREVENTION

트렐릭스엔드포인트보안기능
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엔드포인트보안모듈 (HX�5.2�&�xAgent 34.X)

운영 및관리

Agent Console (A)

Host Management (S)

API Documentation (S)

Ask an Expert (S)

Storytime (S)

Server Health (S)

Scan Summary (A)

탐지및대응

Process Tracker (A)

Event Streamer (A)

Enricher (S)

Host Remediation (A+S)

AMSI (A)

Logon Tracker (A)

IOC Streamer (A)

보호모듈

Process Guard (A)

UAC Protect (A)

Device Guard (A)

Deny List (A)

정식
사용가능

기술
미리보기

출시예정
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MP MGRT

내부정찰

RT

초기침투

MP Malware 
Protection

자동차단및격리

고급탐지

호스트격리

거점확보 목표달성

Exploit GuardEG Real Time IoCRT

MalwareGuardMG

RT MP RT EGMG

초기정찰 권한상승

내부이동연결유지

RT RT

공격라이프사이클에대응하는방법
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MP MGRT

내부정찰

RT

초기침투

MP Malware 
Protection

Automatic Block & Quarantine

Containment

거점확보 목표달성

Exploit GuardEG Real Time IoCRT

MalwareGuardMG

RT MP RT EGMG

초기정찰 권한상승

내부이동연결유지

RT RT

• TeamViewer
• Legitimate 

Credentials

• BEACON
• RDP
• Plink
• F-Secure C3

Detected by 
Logon 

Tracker

• Suspected Password 
Attack on perimeter 
infrastructure
• CVE-2021-20016
• Malicious email 

with links

• Beacon
• SMOKEDHAM
• F-Secure C3

• CVE-2020-1472
• Mimikatz
• LSASS Process 

Memory Dump

• PowerView
• Built-in Windows 

Utilities
• BloodHound
• Advanced IP 

Scanner

• Data exfiltration via 
Rclone or WinSCP
• Data theft extortion
• D ransomware 

deployment

Stopped by
Malware 

Protection

Stopped by 
Indicators of 
Compromise

Stopped by 
Process Guard 

Stopped by 
UAC Protect

공격라이프사이클에대응하는방법 (by�TTP)
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[기존현황]

• HX Agent.가임직원개별호스트에만설치된상황

• 서버들은부하를염려하여설치하지않음

[탐지및대응]

• 개발자 PC에서 Webshell 탐지이벤트발생

• 탐지된 Webshell 의경로를통해추론한결과서비스
중인서버에서내려받은것으로확인

[개선사항]

• 서버가침해당한사실을역으로개발자 PC에서
확인됨

• 차후사고방지를위해서버에도 HX Agent 설치

Case1.�임직원 PC에서서버까지 HX�Agent�확장
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[기존현황]

• CM, EX, HX 가함께구성되어있음.

[탐지및대응]

• EX 에서 URL 끝부분에이메일을인자로전달받는

형태의피싱메일탐지

• 이후 CM 을통해관련패턴이 HX 로전달

• 이후 HX에서유사 URL 접근시탐지

Case2.�CM�연동을통한엔드포인트에서피싱차단
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HX�5.3�및 xAgent 35.X�의 새로운기능

추가된기능

• Scan Now for Windows

• Automatic Triage Exclusion

• Multiple File Acquisition

• Generic Alert False Positive Support

• Supported Audit Features for Microsoft 
Edge 

• Browser Audit Improvement

• Custom Triage Package

기능개선
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원콘솔, 통합된에이전트

• 원 콘솔이란…

단일화된대시보드

단일화된관리

단일화된 Alert 흐름

모든제어는동일한보안경험을통해제공됩니다!

단일화 된 UI
EndpointEmail Third� Party

Trellix Platform�Console

NetworkCloud

단일화 된 업무흐름
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ENS Blade desired to be part of Initial Release
ENS Blade to be part of Subsequent Release
Component partially leveraged by Unified Endpoint

Trellix Unified Endpoint

Unified Endpoint
Base Framework

Forensics/Investigation

Ring Buffer

Audits, Sweeps, 
Commands, etc.

FEKern
(Windows) Extensions

Manual 
Remediation

Registry Events Network Events Process Injection Windows ETW Windows
Event Log

DXL Client

Trellix Agent
(aka MA)

Client

EDR Cloud MVISION ePO

Sensors
File Events

Helix Console

Job/Task
ManagerQuery Engine

HX SaaS

Reputation Orchestration

OAS/OES/ODS

Quarantine

JTI

Exclusions

Unified Reputation

MalwareGuard

RealProtect-S

RealProtect-D

TIE/GTI

AV Engine Script
Processing

Module
Manager

Commands & 
Collectors

Event Streaming

Events/Traces

Drivers,
OSQuery

Telemetry, 
Health, Logging

Content Update 
Manager

Other Modules 
as Necessary

Remediation

Windows Linux MacOS

ENS Components
(modules)
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Derived from McAfee Stack
Derived from FireEye Stack
Other Required Components on Endpoint
Other Trellix Products that Co-Exist with Unified Endpoint

Alerts

Tamper 
Protection

User Interface 
(minimal) Containment

Deny List

App Control

Device Control

DLP

Policy Auditor

IOCs Python Script 
Execution

통합된엔드포인트아키텍쳐
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감사합니다.


