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ATTACK SURFACE MANAGEMENT (ASM)
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ENTITY & SEED ENTITY

Digital Assets Discovered By MA-ASM

AWSS3Bucket
APIEndpoint

NetworkService
SSLCertificate

DnsRecord - a subdomain or hostname
(e.g., example.company.com)

UnigqueKeywork
UniqueToken

D in - a top level d '
omain - a top level domain URI

(e.g., company.com)
EmailAddress

IpAddress - an IPv4 or IPv6 IP address (e.g., 1.1.1.1)

GithubAccount
- a string specifying the name of a public GitHub account
(e.g., bobbyjoe)

GithubRepository
NameServer - a hostname (e.g., nsl.company.com)

NetBlock - a network block in CIDR format (1.1.1.0/24)
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Filters

Type

NetworkService 4555

DnsRecord 2851
Nameserver 1
Uri 4631
NetBlock 1"
ApiEndpoint 4
EmailAddress L}
GithubAccount L]

GithubRepository 0

UniqueKeyword o

UniqueToken 4
Domain 2
IpAddress 4134
AwsS3Bucket 7
SsiCertificate 3

10K+ Entities found

V' Active Entities

sorted by ¥ Firstseen 7.
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Dashboards v

Collections v

e =0

= @v

Switch to table view 5% | I [&] Export l

LAST SEEN

FIRST SEEN

10 HOURSAGO 10 HOURS AGO

Create a new collection

X

Collections allow you to group entities into a simple folder. When you add a seed for us to search, we

will return related entities within this collection. The seeds are the starting entities, that define the

scope of the collection.

Collection Title *

Name your collection

® Add another

Drag your file here for upload, or bro

File format should be CSV (O

Seed Type*

v

NetworkService
DnsRecord
Nameserver

Url

NetBlock
AplEndpoint
EmallAddress
GithubAccount
GithubRepository
UniqueKeyword
UniqueToken
Domain
IpAddress
AwsS3Bucket
SsiCertificate



ISSUE

Cyber Risks Found In Relation To ENTITYs
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Vulnerabilities .
Misconfigurations e
Indicators of compromise .,,.,.
Leaks =
o
Expired certificates -
Exposed development systems =
—

Insecure cookies

Misconfigurations of automated build systems
such as Jenkins,

Microsoft Remote Desktop CVEs
AWS S3 buckets that are open to writing by the entire world
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2,146 Issues found

¥ Active Issues

sortedby ¥ Severity L

Dashboards v | @ 38 o

Collections A = @

Issues v = open ®

LAST SEEN FIRST SEEN

Adobe Coldfusion Arbitrary Code Execution (CVE-2021-21087) S it

B Acme Rackspace Network (Ranges) ) critical O Open ~ © PoTENTIAL

E] i s afted d
- http://104.130.140.71:80
292
o Wordpress Configuration Information Leak SR e
B Acme Rackspace Network (Ranges) O criticat O Open + © POTENTIAL
MANDIANTADVANTAGE Dashboards v | g
@
ATTACK SURFACE MANAGEMENT Collections v & =
Explorer

Issue Definitions

T

‘echnology Definitions

Severity

O critical
O High
O Medium
O Low

O Informational

127

v

ow v

1 Issue Definitions | log4

Sorted by ¥ Release Date v

Log4j aka Log4Shell Unauthenticated o
Remote Code Execution
(CVE-2021-44228)

) CRITICAL SEVERITY Vulnerability

Apache Log4j2 <=2.14.1 JNDI features used in configuration, log
messages, and parameters do notprotect against attacker
controlled LDAP and other JNDI related endpoints. An attacker
who cancontrol log messages or log message parameters can
execute arbitrary code loaded from LDAP serverswhen
message lookup substitution is enabled.



TECHNOLOGY

ENTITYs That Are Software, Services, Appliances, or VMs
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Discovered by Fingerprinting

> 4300 Technology Fingerprints in MA-ASM database

10 Technologies found peogd) ) Iiicsony

7 Active Technologies +

Technology

&

g 8 @ @8 @ @ H 8@ 8

Microsoft ASP.NET Defa...

Microsoft ASP.NET MVC
52

Infor...

sorted by ¥ Firstseen T

CPE
Type O Collection

Application  [[f] Acme AWS Netw...

application [ Acme AWS Netw...

Microsoft Kestrel

Microsoft HTTP Server ...
20

Infor...

application [ Acme AWS Netw...

Application [ Acme AWS Netw...

Microsoft Remote Desk...

Microsoft ASP.NET
4.030319

Microsoft ASP.NET

Microsoft Internet Infor...
10.0

Operating s Acme AWS Netw...

Application  [Bl] Acme AWS Netw...

Application [ Acme AWS Netw...

Application  [[l] Acme AWS Netw...
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B Acme AWS Netw...

B Acme Aws Netw...

Labels

web_framework
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development

defaultpage  web_se
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Filters
Labels
wordpress_plugin
web_server
web_framework
language
cms
database
ssh_server
Jjavascript
library
application_server
Vendors
PHP
Apache
OpenBSD

Mysal

Nginx
JQuery
Microsoft
Yoast

WooCommerce

241

1,607 Technologies found

7 Active Technologies

CPE
Technology e (0]
ARSChS Coyote Application
11
L LRSS Application
2.4.18 (Ubuntu)
i JeechetTRsever .
2441
Apache Tomcat Application
LARES
E Apache Tomcat Application
i Aemedcloack e,
G Automattic Jetpack Application
981
G Elementor Elementor P...
Application
ass
B ’-
A
5140
JQuery
G LinuxFoundation Argo ...  Application

Search for techr
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ATTACK SURFACE MANAGEMENT

Register @ Mandiant.com
Free Tier Access To MA-TI & MA-ASM

{tANDIANT ADVANTAGE PLATFORM SERVICES RESOURCES COMPANY Q R ®&® = I . I .
INCIDENT RESPONSE ! .
Mandiant Threat [ -
Intelligence ’
Register today for Mandiant Threat Intelligence Free

o https://mandiant.com/ti-free
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