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Cyber Threat Hunting

from an Attacker’s Point of View
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VULNERABILITY & HUNT

Cyber Threat Hunting
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Attack Surface Management
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Attack Surface Profiling or Attack Surface Management



>

"We don’t know
what we don’t know?”

Digital transformation and organizations moving to the cloud
having difficulty maintaining containers or services.

An example of this comes from a recent research paper, where
a group spun up 320 honey pots. 80% of those were
compromised in under 24 hours.*



Starting Threat Hunting using Attack Surface Management
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Deep Exposure Discovery Capabilities
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NetworkService
UniqueKeyword
Create Project X Create a new collection 5it.hubRepository
rl
Name Collections allow you to group entities into a simple folder. When you 2 Ss|Certificate
we will return related entities within this collection. The seeds are the s Ve
the scope of the collection.
WEBINA PROJECT ] GithubAccount
ApiEndpoint
Collection Title * DnsRecord
Creat i
Acme Rackspace Network (Ranges) UniqueToken
AwsS3Bucket
IpAddress
e NetBlock

acmerackspace.com l EmailAddress

‘ @ Add another

Drag your file here for upload, or browse

File format should be CSV (D)

Collection Entities Issues Refresh
LAST REFRESH RATE

Acme Rackspace Network (Ranges) 10K+. 86 New s @21 @ 0= @77 REFRESH AD HOC Refreshing
03/14/2022
LAST REFRESH REFRESH RATE

Acme Corp. ey @ (@7 (en 0371412022 AD HOC
LAST REFRESH REFRESH RATE

Acme AWS Network 322274 New @2 @7 @3 @1 e e

MOST SEVERE ISSUES

230

TOTAL ISSUES

2,086

FOUND SINCE LAST REFRESH FOUND SINCE LAST REFRESH
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ATTACK SURFACE MANAGEMENT

Filters

Status

O open

© Closed

Severity
Critical

O High

O Medium

O Low

O Informational

Confidence

(& Confirmed

© Potential

TOTAL ENTITIES

10K+
-

FOUND SINCE LAST REFRESH

pral

282

M=ot = Q0| 7ts.
Acme Rackspa... v A& = m v
2,086 Issues found | [ssues ~ [= |open ®

¥ Activelssues ¥ sorted by ¥ Severity T

Adobe Coldfusion Arbitrary Code Execution (CVE-2021- 00 5 onms aco
21087)
Acme Rackspace Network (Ranges) Critical O open ~ () POTENTIAL

authenticated attacker

M.

http://104.130.140.71:80 [

LAST SEEN FIRST SEEN

Wordpress Configuration Information Leak ADAYAGO 3 MONTHS AGO

Acme Rackspace Network (Ranges) critical (O Open ~ (2 POTENTI

found with an e

dpress site v

ed configuration.

Add Tag +

http://104.239.141.17:80 [

LAST SEEN FIRST SEEN @

A DAY AGO 2MONTHS AG.

Telerik Crypto Weakness (CVE-2017-9248)

Acme Rackspace Network (Ranges) critical (O Open ~ () POTENTIAL

TOTAL TECHNOLOGIES

1,357

FOUND SINCE LAST REFRESH



Deep Exposure Discovery Capabilities
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ATTACK SURFACE MANAGEMENT Collections ~ A = {ar v B Description & References Q Proof <> Raw (JSON)
+ Issues » Wordpress Configuration Information Leak
"http://184.239.141.17:88/wp-contig.php.bak”
(0 critical () Open ~ ) POTENTIAL
Wordpress Configuration Information Leak
E Description sh References @ Proof <> Raw (JSON)
MemM>Xkh#>QicLlyP7Qk_.nP16p(! ") ;\r\ndefine( ' SECURE_AUTH SALT®,
e e T T R *d]RQ}9-OWECF+qC; } .~ og| $2F@ad {OR!_Y=UGM++4 )XiM~_8h"1+%
LAST SEEN FIRST SEEN

http://104.239.141.17:80 Acme Rackspace Network (Ranges)  Wordpress

eferences 2 Proof <> Raw (JSON)

Description

A wordpress site was found with an exposed configuration.

Remediation

Set permissions on the configuration file to prevent anonymous users being able to read it.

El Description & References 2 Proof <> Raw (JSON)

References

Description  https://cwe.mitre.org/data/definitions/200.html [

Remediation

https://wordpress.org/support/articlefhardening-wordpress/#securing-wp-config-php [

3DAYSAGO 3 MONTHS AGO

(TcF:J&v" );\r\ndefine("LOGGED_IM_SALT', 'ml;SNpDHE “FZo{Ol=bag;+m]&
{i0v&1xakpBo; YCAY@O0>xF TkVn | 33 1rd” 9y9i ") ; \r\ndefine( ' NONCE_SALT", ‘#ht(]
<1al@7@%-Pk;Di<#r7)L=" 389>VEX65257/+H; cTheQu#[_C8Xn@: 'yMi%" ) ; \rinhrin/**#g-
= rnyrin/*#\r\n * WordPress Database Table prefix.\r\n *\r\n * You can have multiple
installations im one database if you give each\r\n * a unigue prefix. Only numbers,
letters, and underscores please!\r\n */\r\nftable_prefix = 'wp_'j;\r\n\r\n/#=\rin *
For developers: WordPress debugging mode.\r\n *\r\n * Change this to true to enable
the display of notices during development.\rin *# It is strongly recommended that
plugin and theme developers use WP _DEBUG\r\n * in their development environments.\riyn
#\r\n ¥ For information on other constants that can be used for debugging,\r\n * visit
the Codex.\r\n *\r\n * @link https://codex.wordpress.org/Debugging_in_WordPressiyrin
*/ v rindefine( 'WP_DEBUG", false);\r\n\r\n/* That's all, stop editing! Happy blogging.
= rynyrin/** Absolute path to the WordPress directory. #=/\r\nif ( !defined('ABSPATH'}
J\ryn\tdefine( "ABSPATH', dirname(_ FILE_ )} . '/')};\r\n\r\n/** Sets up WordPress vars
and included files. */\r\nreguire_once(ABSPATH . "wp-settings.php®);\r\n",

"uri”: “http://184.239.141.17:808/wp-config.php.bak",

“remediation”: "Set permissions on the configuration file to prevent anonymous
users being able to read it.",

"prettyllame": "Wordpress Configuration Information Leak"”,

"task": "uri_brute_focused_content”,

"affectedSoftware™: [

{
"vendor” :
"product™:

"Wordpress",
"Wordpress"™

1,

“name "wordpress_config leak™,

"proof”: "http://184.239.141.17:88/wp-config.php.bak™,
"category”: "misconfiguration®

1.




Deep Exposure Discovery Capabilities
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* apache_http_server

* cookie_notice

* embededplus_youtube
* john_godley:redirection

* rocklobster:contact_form

. X |
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ATTACK SURFACE MANAGEMENT Dashboard  lssues  Entities  Technologies = Collections v & @ v © Detalls <> Raw (SON) @ Technologies %3 Inferred CVEs
URI Fus LAST SEEN FIRST SEEN 4 lssues 1 90 @0 @1 @2
3 DAYS AGD 3 MONTHS AGD . .
http://104.239.141.17:80 &} cpe:2 3:a:animate_ittanimate_it':1.0.3: * animate It
| Critical | SEEN3DAVS AGO
Wordpress Configuration Information Leak 5 cpe:?2 3:a:animate_ithanimate_it:1.1:
= cpeZ 3:a:animate_ithanimate_it:1.4.4:
B Details <> Raw (JSON) {& Technologies I3 Inferred CVEs ©Qtow | snsonrsaco
Wordpress User Info Leak {8 cpe2 3:aanimate_ithanimate_itt1.4.5:
VulnChecks @ into | seenapavs aso & cper2 3:a:apache:http_server:2.4.18: e PHP
apache_cve_2021_40438 Wordpress Login Panel Exposed
apache_cve_2021_41773 EF cpeZ 3:arapachehttp_server:2 4 18_(ubuntu):
apache_cve_2021_42013 — ) ) )
o [irrefice (e e Quora | sszoavsaco {8t cpe:2.3:a:cookie_notice:cookie_notice:1.2.50: ° themepunch
Wordpress API Exposed
logashell_cve_2021_44228
€ cpe:2.3:a:cookie notice:cookie notice: * wordPress

Headers

Date: Wed, @9 Mar 20822 21:16:47 GMT

Apache/2.4.18 (Ubuntu)

Set-Cookie: [“"PHPSESSID=v7g7vrd7sio482abnvbsmli6lé; path=/",
path=/"]

Expires: Thu, 19 Nov 1981 @8:52:88 GMT

Cache-Control:

Server:

"pmpro_visit=1;

no-store, no-cache, must-revalidate
Pragma: no-cache
Link: [“<https://info-ga.cloudquant.com/wp-json/>;
rel=\"https://api.w.org/\"",

json/wp/v2/pages/39>; rel=\"alternate\”;

"<https://info-qa.cloudquant.com/wp-
type=\"application/json\"", "
<https://finfo-ga.cloudquant.com/>; rel=shortlink"]

Vary: Accept-Encoding

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

Code

200
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Discovery Context
& cpe2 3:a:embedplus:youtube13.1:

SEEDS

104.239.128.0/19 Intrigue:Entity:NetBlock {8k cpe:2.3:a;john_godley:redirection:
DISCOVERY TASKS
104.239.128.0/19 massean _sean & cpeZ3aphp:php:

cpe:2 3:arocklobster:contact_form_7:5.1.3:

I Screenshot

cpe:2 3:arocklobster:contact_form_7:

& cperZ3:a:themepunch:slider_revolution:5.4.8.3:

EF cper2 3:arwordpress:wordpress:5.8.3:

pi ';ﬂlo.d.mon:.tlrati cpe:2 3:a:wordpress:wordpress:
i the valueof . .. .
_glternative data. ...
w -1 4 -
i . -

cpe:2.3:0:ubuntuiubuntu::

cpe:2.3:s:google:analytics:

* ubuntu
* google_analytics
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http://104.239.141.17:80

ﬂ Acme Rackspace Network (Ranges)

B Details

<> Raw (JSON)

€ Technologies

I Bl(Backporting) 2]

A= HMEZE X2 X HE M=t M3 2

i Inferred CVES

All CVEs listed below are matched based on version information c
Database. CVEs are matched based on Vendor, Product, and Versiort

1:3 Vulnerability In HTTP Server, Apache, 2.4.18

DISCOVERY METHOD:

VE-2019-0196
CVES V3 Score: 5.3

CVE Details [7
CVE-2019-10082
CV55 V3 Score: 9.1

CVE Details [
VE-2017-3167
CVES V3 Score: 9.8

CVE Details [7

IDENT

CVE-2019-01197
CVES V3 Score: 4.2

CVE Details [
CVE-2019-10092
CW55 V3 Score: 6.1

CVE Details [7
CVE-2017-3169
CVS5 V3 Score: 9.8

CVE Details [

CVE-2019-0211
CWES V3 Score: 7.8

CVE Details

CVE-2019-10098

W55 V3 Score: 6.1

CVE Details

CVE-2017-7668

CWEE V3 Score: 9.8

CVE Details

C{l Vulnerability In HTTP Server, Apache, 2.4.18 (Ubuntu)

DISCOVERY METHOD:

CVE-2013-2249
CVS5 W2 Score: 7.5

CVE Details [7
CVE-2019-0217
CVS5 V3 Score: 7.5

CVE Details [7

IDENT

CVE-2013-6438
CVS5 V2 Score: 5.0

CVE Details [7
CVE-2019-0220
CVS5 V3 Score: 5.3

CVE Details [
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OVE-2019-0196
W55 V3 Score: 53

CVE Details

CVE-2019-10082

W55 V3 Score: 9.1

CVE Details

B

4

Ed

B4

Eh

LAST SEEN FIRST SEEN
3DAYS AGD 3 MONTHS AGD

E) SeeNotes

enced with the National Vulnerability

CVE-2019-0217
CWS5 V2 Score: 7.5

CVE Details [7
CVE-2011 715710
W55 V3 Score: 7.5

CVE Details [
OVE-2M7-T6T9
CWEE V2 Score: 9.8

CVE Details [7

CVE-2019-0197
CVS5 V3 Score: 4.2

CVE Details [
CVE-2019-10092
CV55V3 Score: 6.1

CVE Details [

eferenced in the CPE database.

CVE-2019-0220
CVES V3 Score: 5.3

CVE Details [7
CVE-2M 715715
CW55 V3 Score: B4

CVE Details [7
CVE-2017-9788
CVES V3 Score: 9.1

CVE Details [7

CVE-2019-0211
CW55 V3 Score: 7.8

CVE Details [7
CVE-2019-10098
CWS5 V3 Score: 6.1

CVE Details [7

522 Mels)o

| # (Inferred CVEs)
™o 0|= o

M Vulnerability In Wordpress, Wordpress, 5.8.3
\\ DISCOVERY METHOD: IDENT

CVE-2022-21661
CVESVE Score- 7.5

CVE Details [

I C’Q Vulnerability In Contact Form 7, RockLobster, 513 I

DISCOVERY METHOD: IDENT

CVE-2020-35489
CWIS V3 Score: 10.0

CVE Details

AXCVE-2020-35489 Detail

Current Description
The contact-form-7 (aka Contact Form
allows Unrestricted File Upload and remote code

filename may contain special characters.

7) plugin befor

cMs

Wardpress Plugin

11



Deep Exposure Discovery Capabilities
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ATTACK SURFACE MANAGEMENT Dashboard Issues Entities Technologies Acme Rackspa... v a W v 6 Tec h n 0 I O i es fOu nd ava collection
g jav i ~ =
Filters : |
1,357 Technologies found | searc Fters
Labels Labels
wordpress_plugin 306 V Active Technologles v  sorted by ¥ Firstseen i development e ¥ Active Technologles ~  sorted by ¥ Firstseen 1. +| Export
ez ® Technolo; CPE @ Collectl Label el « - CPE
‘echnology ollection s
Type Technolo, Collection Labels
web_framework 178 & Type ©
Vendors
langua; 139 FIRST LAST
— EmbedPlus YouTube Application n Acme Rackspace ... wordpress_plugin SEEN SEEN Oracle = Oracle JavaServer Pages FIRST LAST
Ll 03/10/2022 0302022 {3 Application Acme Rackspace ... development SEEN SEEN
database 126 =i 03/05/2022 03/10/2022
FIRST LAST
cms 112 {;_F FooPlugins FooBox Application u Acme Rackspace ... wordpress_plugin SEEN SEEN FIRST LAST
2247 03/10/2022  03M10/2022 . Oracle Java Application web f SEEN SEEN
ssh_server 7 09/29/2021 03M10/2022
FIRST LAST
Mysql
Javaseript & {3 02 appication [ acme Rackspace .. (database esror022  GaMor2022 Oracle Java Server Cont... FIRST LasT
{B 23 (Payara Server 5.184 #badassfish  Application Acme web | SEEN SEEN
library - Java/Oracle Corparation/1.5) 09/29/2021  03/10/2022
ThemePunch Slider Rev. fRsy Last
{3 Application n Acme Rackspace ... wordpress_plugin SEEN SEEN
application_server 45 5=17 03/10/2022  03/10/2022 FIRST LAST
{B Oracle |ava Serviet Cont... Application Acme web._f SEEN SEEN
e 09/29/2021 03/110/2022
FIRST LAST
ifendors Wordpress Application n Acme Rackspace ... cms SEEN SEEN
542 03/10/2022  03/10/2022 FIRST LAST
I 132 G Oracle JavaServer Pages Application Acme Rackspace ... development SEEN SEEN
== 09/29/2021 03/10/2022
Apache Yoast Wordpress SEO fesT LasT
_ {;F oas P Application Acme i _plugin SEEN SEEN
183 03M0/2022  03M0/2022 Eoen e
g = {B Oracle JavaServer Pages Acme Rackspace ... development SEEN SEEN
= 09/29/2021 03/10/2022
FIRST LAST
Armen = [ Camira P srone Dartenars = : CUE ceem ceen BN
iti = "Orace Pages23"  Collection v =
2 Entities found = + Entitles @ http://104.130.142.207:8080 Associated Issues
=] LAST SEEN FIRST SEEN
¥ ActiveEntitles v sorted by ¥ Firstseen 1, Switch to table view 3= ‘ [] Export ‘ R s O1ssues D EDED ED &
http://104.130.142.207:8080 FOAEAGE AuONTALS
uRi | B us LASTSEEN FIRST SEEN

Acme Rackspace Network (Ranges)
3DAYSAGO AMONTHAGO

http://104.130.142.207:8080 = No Issues Found

B Acme Rackspace Network (Ranges)

0 lssues @@ E e E Detalls <> Raw (JSON) @ Technologies

i - s . . L] L]
:‘tt;;://104.130.250.82:443 @ sousace suowmiace VulnChecks o
BB AemeRackspace emwork (Ranses) log4shell_cve_2021_44228 m one
0 lssues o ®1 @0 @®o @0




Leveraging Intelligence Report

ol8l ol HAS $8 % 37

T 3 HHA O (CvE-2021-44228)
* Risk Rating (M-Score)
* Indicators
* TTPs (Tactic, Technique, Procedures)
* Vulnerable Technologies

oY QI HA Bl EE
* Vulnerability Reports (Analysis & Mitigation)
e ACT groups leveraging Log4j vulnerability
e Security Incidents report related Log4j
(ex. APT41 targeting U.S State Gov)

S431 & T 2OtY (understanding attacker)
e Targeting countries and Industries

e Malware Families
e MITRE ATT&CK Framework(TTPs)

' ©2022 Mandiant

0] CVE-2024 EA‘D'“”-a
- '45046

*’e'@i.atmd O/E 1

LOgiIZJiQa,dWm:‘:md ’~:~,,,2702’A44228 ‘

oMty erpgy g o nedtieyey

mderasbmwdm:::: At |
Criical Infrastructurs,

Exploitation S @

Available i ""%m

O CVE2021-4125

+ Entitles # http://104.130.142.207:3080

URI R us

http://104.130.142.207:8080

Acme Rackspace Network (Ranges)

E Detalls <> Raw (JSON) {i} Technologles

~ 084 2 Mit

”‘A"D‘AN».
AD\

VulnChecks
log4Shell _cve 2021-44228

5
0 VANTAGE APT41
"
GDOC\)JeeS This Look nfected? R ey )
SLegah) = Vil &
Mments —_© " o R [
=
= dcater vaiye == S 0 | ot .
i Aocatns =
Cpber () o0 ey P
oSt com
o &
- N gy
o ’ RS 0%eddimRti e i »
s report wil appear on the Mandiant Threst 2 Lok R
m
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S eLMNSpIon on o ANmARERE o ;“
m
2 drsiookup SVEES ] e st =
st drsiockap senies wort
. L Ll L a1 m
sl etryns st by
stesan D
. 0N L »
ot
bowebt com e |2
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yusat s JEREPES = e - Lol
g RO ] B psts
i oY
ortsan 2o Lo - 2
ety gt ! ot}
= s _— we’® g
<ol EFTET = L —
ﬂfi""“"’w g =
pah
g
e
Associated Issues
LAST SEEN FIRST SEEN 0 1ssues o ®c @0 @0 @
3DAYSAGO AMONTHAGO
No Issues Found
- -
[ | on e
. .
[ ] (o]

Reference>
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https://www.mandiant.com/resources/log4shell-recommendations

SZ4Ho|n X|£Hl Hotg /9 4o cieh 7|y

WHY MANDIANT ASM

7 2
IDENTIFY & REMOVE REDUCE
SPRAWL SOFTWARE & CLOUD RISK
3

MONITOR AND ENFORCE
SECURITY POLICY
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Thank You.
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