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Cobalt Strike Backup Removal Sequence

Targeted Social Engineering

STEP 1 - Initiati
WGatIOn phishing + Cobalt Strike

STEP 2 - Persistence & b Leveraging agent Aiera. Ngrok for
Exfiltration “___Persistence & rclone for data exfiltration

privileged backup user; establish
Veeam backup privileges

STEP 3 - Find & Impersonate a A SharpView.exe Get-NetLoggedon

-ComputerName svc-Veeam
STEP 4 - Exfiltration Veeam Backups via Rclone

rm D:\VeeamBackup\VICTIMORG

STEP 5 - Manual removal of Veeam Backups .vbk backup\VICTIMORG<DATE>.vbk

BACKUPS REMOVED DATA LOCK

https://threatpost.com/conti-ransomware-backups/175114/
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Recovery vault

Source : Gartner Hype Cycle for Storage & Data Protection 2021
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